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Module 11: Cryptography

Caesar to PublicKey to Quantum: the Math and Practice
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Module 11: Cryptography

For my next trick, | oI | need t wo
A‘Stand at opposite sides of the room

AYou are now fnNnAliceo and nABobo

AThe class I s NEveo

/&Bob, tell Alice how many siblings you have, WITHOUT letting the Eve know
A\Iow | 61 1 give you both an Ax0o0
AAIice, tell Bob your age, in terms of x!

:&Eve: can you tell what the age was?

AYouc“)ve just encrypted data (your age)

ACryptography IS Important!

ANhat If Alice and Bob are an ocean apart?
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Module 11: Cryptography

Ethernet, TCP/IP and HTTP are all plain -text!
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HTTP Header Date: Mon, 7 Jul 201
(TCP data) Content - Type: text/plain;
Server: Apache/2.4.9
Status - Code: 200
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Module 11: Cryptography

We need a way to encrypt our HTTP data!
ANe do this with HTTPS

A‘Stands for HTTP Secure

At uses a shared private key (1l 1 ke our

A
At sends over the network with the encrypted data
AAIice and Bob can decrypt with the private key on the other end
AA private key, for HTTPS, | ooks |1 ke th
Atos 1| i keybgnumben st a
/AOur end goal I s to understand how this w
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Module 11: Cryptography

—
THE EAGLE HAS
: - KHT:
ACryptography IS a mathematical area of study LEFT THE NEST. ;;;;"T Hﬂ:
ALERT THE NTS.
Alt therefore has its own nomenclature and notation | 'Fk.HKKHJ:ﬁ*
conventions 1 AN
™o =
A | | | | ulumumﬂw_ﬁ
Cryptography is concerned with two things: h
AEncrypting/decrypting messages
Anuthentcating recpiens il AT L L

ABoth of these can be cracked to gain access to an encrypted system. [30]
AA code is replacing each word or other semantic structure with an equivalent one.
AﬁCode wordso for things iIis an exampl e.

AEven using another language not understood by anyone but the sender and recipient is a
type of code;

A This was used in WWII by the United States, who used Navajo speakers to send coded messages.

AA cipher is doing so with individual letters.

ADue to the nature of digital data, this is what is most common in computing
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Module 11: Cryptography

Ciphers have a special mathematics to them

AAn alphabet , generally represented by the letter G, is the set of all possible letters.
/&E.g. G={0,1} is the binary alphabet
Aéz{a,b,cé X, Y, Z} 1s the Latin alphabet

AAIphabets can be anything; numbers, letters, symbols, sounds, signals, whatever
the cipher will be transferred or read In.

AA string Iis a fdAlisto of el ements 1 n an
Latin al phabet; nA011000010 is a string

AG‘ represents the set of all strings on Gof length n.
AE.g.forG:{o,l},GZ:{ n00O0, AM010, A100, A110}
A For G{abcé}, MG ee o

AForany GRA={fno}
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Module 11: Cryptography

Ac represents the set of all strings onGof any length (including 0)
Alf Gis {0,1}, then G is the set of all binary strings. This can also be represented as {0,1}".
At G={a,b,c} , tahbead¥ &,  baabcdoi i s not .
Aln general, @ OG/ nV &

AA simple cipher is a cipher in which each character of input is mapped to the same encoded
character, every time.

AA simple cipher has an encoding function E, and a decoding function D.

AE(X) takes a character x, and returns its encoded version. Since the cipher is simple, the encoded
version is the same, every time.

AD(y) takes an encrypted character and returns the original; in other words, it returns the x value
that would make E(x) return y.

ASymboIicaIIy, D(E(x))=x; this makes sense, as we need to get the same message back after decryption!
Alt IS also true that E(D(X))=Xx;
Alt therefore follows that in general, E=D -tand D=E-L
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Module 11: Cryptography

The encrypted and decrypted data do not have to be a part of the same alphabet,
though!

AConsider a (very) simple cipher to encrypt binary characters: 0s are mapped to 2s and 1s are mapped to
3s.

AE. g. E(NnN1001100)=n2332230.
AThis Is a valid cipher.

AWe can say that the raw (unencrypted) text is on the alphabetG={0,1}, and the encrypted text is on a
different alphabet, §={2,3}.

AWe therefore say that Emaps from Gto §. Symbolically:

Ae: ¢ g

ARead AE | &Smapsito do tohra tfi Gto va. p s
AConsequentIy, D:§g G

AWhat this means is that E(x) takes some x inGand returns some y in §, and D(y) takes some y ing and
returns some x in G
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Module 11: Cryptography

In practice, how Is this used?

AOne of the first examples came from Julius Caesar
:&From whom we also get the month of July
A\Iot Caesar salad though.

ACaesar was a Roman General, who led many ambitious
conquests

A—Ie needed a way for his men to communicate from afar! \

A—Ie gave them a number from 0-26 as a key -

Arhe ci pher was to fishifto each | et[8ler b
Arhis mapped G G where G={a,b,cé 1z}

abcdefghijklmnopgrstuvwxyz
defghijklmnopgrstuvwxyzabc
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Module 11: Cryptography

26 Keys 1 snot very many! I
ANe can just try all 26! B A
AThis Is a brute -force attack c i
ANe can use an encoding table to increase the number of [E) E
possi ble keys drasticallyé - =
:&For al | 26 |l etters, this I s 266 C
4.0329146*102° possibilities! H G
AThis would take a lot of work to crack!
AJnIess webdre smart about 1I1te

ANe can use letter frequencies to our advantage!
A:or Instance, all words need vowels!

AThis reduces us to 5121!=6.131 x 161
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Module 11: Cryptography

We can avoid this with compound cipherse

AA compound cipher  might map the same character to a different encoded character in two different
places in the string.

ACompound ciphers operate on entire strings, not single characters;
Ae: ¢ g andD: §* G

AA simple example is doing a Caesar shift up by n on the # character of a string.
AE. g .aaaBgadio ) bcdefgho . E ( fippmoe 0 ) =n

AOf course, It doesndt have to be that simply def
second, up eighteen the third, etc.

Alnthiscase,thelist[l,—S, 18¢é¢é] i1is our key! Il n this type of «ci
amount each time, our key must be the length of our message.

AThis Is known as a one -time pad , and it is impossible to crack. Think about it: we could choose
our key to get any message we want from any encrypted text! E.g.: if a key of [1,4,2] encrypts
Nneggdkot,owe can use a key of [ 1, 4, 2-B,-3R]dodéceypte i t
a snogo !
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Module 11: Cryptography

We use a compound c¢ciI phers encrypt H

AVery short messages are encrypted on a ongime pad 1 perfect encryption!

/&Longer ones repeat that pad

/800101101 00101101 00101101 00101101 o001
ANe sti |l | have a probl emé

A—Iow can Alice and Bob share the private

ANe use public-key encryption for this!
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Module 11: Cryptography

Public-key encryption usesfactorisation

/AGi ven p=29 and q=57, whatodos n=p*q?

ANhat two prime numbers multiply to get 22017

Ap and g are the private keys!

AThey can send n over the network without fear of p and g being discovered!

A\ IS the public-key

AAIice sends Bob some information with n that allows him to find p and g
AThe math 1 s rather complicatede
A‘See Public Key.xIsx for an example

AThis public-key encryption allows them to communicate without sharing a key first!
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Module 11: Cryptography

Weove dealt with the encrypt.i

ANhat about authentication?
A o

AAI Il ce and Bob want to tal keé
/&But Eve wants to listen!

AEve can pretend to be both Alice and Bob

AThis IS aman -in -the -middle attack

AOur fourth person, wh o tnustadey both
AAIice can ask him if the person on the other end is actually Bob

AThey do that with certificates
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Module 11: Cryptography

Let 0s use SSL!
AWe 0 | IOpenSSewith web.py
Ayum Install gcc #GCC is a compiler needed to make the SSL server
Ayum Install python -devel #Needed to interface c with python
Ayum Install pyOpenSSL  #The actual SSL python libraries
ANOW we need as SSL certificate
Aopensslgenrsa -des3-out pyssl.key 1024
Aopenssl req -new -key pyssl.key -out pyssl.csr
Aopensslx509 -req -days 365 -in pyssl.csr -signkey pyssl.key -out pyssl.crt
AAdd the following lines to your web.py file
Afrom web.wsgiserver import CherryPyWSGIServer
ACherryPyWSGIServer.ssI_certificate ="./pyssl.crt"
ACherryPyWSGIServer.ssI_private_key ="/ pyssl.key"
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WeoOoOve now creat e
HIT TP server!

This would now be safe to collect
private data on, like credit card
Information



